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Preface
Purpose of this Guide

This document provides information about the technical requirements for Intapp Secure Cloud,
to allow you to use the platform successfully.

Disclaimer

This document is the property of Intapp, Inc., and is delivered to individuals, partners, and
customers. Although all efforts have been made to keep this document up to date, all content
is subject to change as new versions of the Intapp software are released. This document may
not be distributed to persons, companies, or entities other than the intended recipients
without the consent of Intapp, Inc.

Intapp Website

You can access the Intapp corporate website at www.intapp.com. The site contains
information about Intapp, its background, upcoming events, and sales offices. You will also find
product and partner information. The services area of the site includes important information
about technical support, training and education, and implementation services.

Technical Support

For questions regarding Intapp product, please contact Intapp Technical Support by email at
support@intapp.com, or call one of the following numbers:

855.470.0705 (USA)
800.011.3446 (UK)

800.897.052 (APAC)
1.650.852.0400 Ext 2 (International)
support@intapp.com
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Intapp Customer Portal

For the latest Intapp Secure Cloud updates and updates for all Intapp solutions, visit our
customer portal at https://support.intapp.com/.

Your feedback is important and helps our efforts to improve our products. Please submit your
suggestions via our customer Portal at https://support.intapp.com/.
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Overview

The Intapp Secure Cloud was designed from the ground up to meet the needs of professional
services firms and their clients requiring the highest level of security and control over their
data.

The Intapp Secure Cloud provides a highly scalable and secure hybrid architecture, built to
meet the needs of industries that require the highest level of client confidentiality. The Intapp
Secure Cloud architecture is deployed on Amazon Web Services (AWS), the largest and most
successful public cloud provider for service providers and enterprises, including organizations
such as NASDAQ, the U.S. Food and Drug Administration (FDA), NASA Jet Propulsion
Laboratory, Capital One, and Orion Health.

This document describes technical requirements and the security framework for running any
of the following products making up the Intapp Professional Services Platform:

Intapp Intake

Intapp Conflicts
Intapp Terms

Intapp Flow

Intapp Experience
Intapp Pricing
Intapp Time

Intapp Relationships

=4 =4 =4 48 -8 -8 -9 -9
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Technical Requirements
Supported browsers
Intapp Secure Cloud is a web-based application that runs on standard web browsers. Itis
designed for the speed and feature set of modern browsers. Therefore, to ensure the best user
experience, Intapp recommends the following web browsers:

0 Internet Explorerl

0 Google Chrome (latest version)

0 Microsoft Edge (latest version)
Notes: The Time Web Admin Ul is only supported with Internet Explorer.
Intapp Integrate
The Intapp Integrate product is a recommended on-premises component of an Intapp Secure
Cloud installation. It is used to automate the integration of key master data and user
information from one of our on-premises applications into Intapp Secure Cloud applications.

Integrate version 5.7.1+is required.

The Intapp Integrate product is supplied as a virtualized server, supported on the following
virtualization software:

0 VMWare5.0+(Server or Cluster)
0 Microsoft Hyper-V 2012 or 2012 R2

The table below indicates the hardware requirements for the VMWare allocated resources per
instance orimage:

Processor 1CPU resource equivalent to 2 GHz
2 -4 CPUresources of 2 GHz each

RAM 8GB

Storage 55 GB of available disk space

Note that Integrate can also be hosted in your AWS or Azure private cloud.
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Firewall requirements
The only port required to access the Intapp Cloud is port 8080 (HTTPS).

When using Integrate to integrate with third party data sources located between the firm's
firewall, the only firewall rule required is to let Integrate connect to the Intapp Cloud via HTTPS.
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Document Assembly Service

Intake and Flow are supporting the following two document assembly service:
9 Contract Express Cloud
1 Intapp Document Assembly Service

Customers’ Security Responsibilities and Best Practices

Intapp makes the following recommendations based on ISO 27017: Information technology —
Security techniques — Code of practice for information security controls based on ISO/ IEC
27002 for cloud services which clarify the responsibilities that Intapp has and responsibilities
the Customer must maintain the security of the Intapp Secure Cloud solution. In some cases,
both Intapp and the Customer share a specific responsibility.
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Please note that this document describes the standard Intapp commitment and any written
agreements signed by both authorized customer and Intapp representative might modify those

commitments.

Information
Security Policy
(ISP)(5.1.1,
CLD.6.3.1)

End User
Authentication
(9.1.2,9.2.1,
9.2.2,9.2.4)

End User
Access
Permissions
and Restrictions
(9.1.2,9.2.2,
9.2.3,9.4.1)
Solution
Security (9.4.4,
12.1.2,12.6.],
14.1.1,18.1.3,
18.2.1,CLD.6.3.1)

Application
Security (12.6.1)
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Intapp will maintain an ISP for its staff
asrequired to fulfill customer
commitments, certification
requirements, legal requirements, as
well as to maintain the security of
Customer Data.

Intapp will provide the customer with
various, secure options to manage
end-user authentication, including
locally managed users and integration
with single-sign-on providers per
SAML 2.0 standard. Intapp supports
multi-factor authentication for end
users.

Intapp will provide relevant
permissions and roles capabilitiesin
its solution to allow customers to
restrictits end users to access only
relevant information or to perform
only specific actions.

Intapp will use industry best-practices
to secure the Intapp Secure Cloud
solutions. The controls deployed are
tested internally as well as by an
independent third-party. Intapp will
maintain for its Cloud Solutions ISO
27001 certification with demonstrated
compliance to IS0 27017 and ISO
27018. A Type 2 SOC 2 Report will be
available for Intapp Cloud Solutions.
Intapp will develop and maintain its
solutions using its secure
development guidelines. Intapp will
perform internal and external security
testing. Any vulnerabilities Intapp
becomes aware of will be evaluated
and resolved based on the risk to the
security of the solution and the data
therein.
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Customer will maintain an ISP for its staff
asrequired to ensure the use of the
solution is compliant with relevant client
commitments, legal requirements,
license terms, and as well as Customer
information handling requirements.
Customer will manage the end user
provisioning and de-provisioning process
including defining appropriate
authentication methods and password or
multi-factor authentication restrictions.

Customer will manage the permissions
and roles assigned to each end user such
that it complies with the customer’s
privacy requirements.

The customer should review the controls
listed inthe Type 2 SOC 2 Report and the
ISO 27001 certificate.

The customer should ensure that the
listed controls are adequate to the
customer’s needs.

Customer will inform Intapp support
should they become aware of an
application vulnerability. Customer may,
at their own cost, perform their own
application testing provided such testing
is non-destructive and Intapp support
has been informed prior to commencing
such tests.



Network
Security (12.6.1,
13.1.3)

Data Encryption
(10.1.1,10.1.2,
18.1.5)

Mobile
Applications
(9.1.2,9.4.,
10.1.1)

Infrastructure
Maintenance
and Capacity
Planning (12.1.2,
12.1.3)

Availability
(6.1.1,12.3.1,
18.1.3)
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Intapp will design and maintain its
solution such that any endpoints
exposed to the public are secure and
require adequate authentication.
Intapp will perform internal and
external network vulnerability scans.
Any vulnerabilities Intapp becomes
aware of will be evaluated and
resolved based on the riskto the
security of the solution and the data
therein.

Intapp will store all data using the
industry standard AES-256 encryption
algorithm with an Intapp managed
key.

Intapp will encrypt all data transfers
and authentication processes using
secure algorithms and ciphers. For
HTTP-based traffic, all traffic is
encrypted with TLS 1.1 or better using
avalid certificate issued by an
external certification authority.
Intapp provides mobile applications
for some of its solutions. Such mobile
applications provide several security
mechanisms that can be enabled by
the customer as described below this
table.

Intapp and its hosting providers will
maintain the infrastructure and
systems required to provide the
solutionto be secure and operate
reliably. Intapp will monitor
performance and capacity and take
appropriate action to manage
appropriate solution performance.
Intapp will design and maintain its
solutionsto be available asagreed to
in the customer service level
agreement specified in the contract.
Intapp will monitor the availability and
take appropriate action to resolve any
issues detected or reported as soon
as possible. Intapp will provide up to
date status information on its status
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Customer will inform Intapp support
should they become aware of network
vulnerabilities. Customer may, at their
own cost, perform their own network
testing provided such testing is non-
destructive and Intapp support has been
informed prior to commencing such
tests.

n/a

The customer should review the mobile
application security information below
this table. Based oniits security
requirements, the customer should
enable appropriate mobile application
restrictions.

Customer will inform Intapp support
should they become aware of any
performance issues or if they expect a
significant change in the utilization of the
solution.

Customer will inform Intapp support



